1. Introduction to Cisco Packet Tracer- Cisco Systems' Packet Tracer is an application that allows
users to develop network topologies and emulate current computer networks. Using a
simulated command line interface, users can replicate the configuration of Cisco routers and

switches. The program is primarily aimed at students as a teaching tool to assist them in learning
key networking principles.

Installing Packet Tracer on Windows
Step 1: Login or create an account on Netacad website.

https://netacad.com

Step 2: After logging in click on the “Resources” drop down menu located on the top ribbon of the
screen. Select “Download Packet Tracer” option.

Step 3: Download Packet Tracer page will appear. Choose the operating system to download the packet
tracer. After clicking, downloading will start automatically.

Step 4: Open the downloaded file.

Step 5: License Agreement screen will appear. Click “I accept the agreement” and hit “next>" button.

15] Setup - Cisco Packet Tracer 8.2.0 64Bit - >4
License Agreement i
Please read the following important information before continuing. C

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

DOWNLOADING, INSTALLING, OR USING THE CISCO PACKET TRACER SOFTWARE
CONSTITUTES ACCEPTANCE OF THE CISCO END USER LICENSE AGREEMENT
("EULA" https: //fwww.cisco.com/cfenjus/about/legal /doud-and-

software/end user license agreement.html) AND THE SUPPLEMENTAL END USER
LICENSE AGREEMENT FOR CISCO PACKET TRACER ("SEULA"

https: //www.dsco.com/c/dam/en us/about/doing business/leqal/seula/dsco-packet-
tracer-software.pdf). IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE EULA
AND SEULA, THEN CISCO SYSTEMS, INC. ("CISCO") IS UNWILLING TO LICENSE THE
SOFTWARE TO YOU AND YOU ARE NOT AUTHORIZED TO DOWNLOAD, INSTALL OR
USE THE SOFTWARE.

(@I accept the agreement
(D1 do not accept the agreement

Next > Cancel

Step 6: Please choose the installation location. To continue click “Next” button.
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Select Destination Location
Where should Cisco Packet Tracer 8.2.0 64Bit be installed?

Setup will install Cisco Packet Tracer 8.2.0 648it into the following folder,

To continue, dick Next. If you would like to select a different folder, dick Browse.
| Browse...

|

E@WH&E@?&&t Tracer 8.2._07'

At least 542.9 MB of free disk space is required.

<Bak | MNext> | | Cancel

Step 7: Select the start menu folder and click the “Next” button.

Select Start Menu Folder
Where should Setup place the program's shortouts?

Setup will create the program’s shortcuts in the following Start Menu folder.,

7]

[ e+

To continue, dick Next. If you would like to select a different folder, dick Browse.
Cisco Packet Tracer | Browse...

< Back Next >




Step 8: Check the box for creating a desktop icon and click on the “Next” button.

;_%l Setup - Cisco Packet Tracer 8.2.0 64Bit —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Cisco Packet
Tracer 8.2.0 648it, then dick Next.

Additional shortcuts:
[] create a desktop shortcut
[C] Create a Quick Launch shortcut

T e

Step 9: Now packet tracer is ready to install so click on the “Install” button.

15’ Setup - Cisco Packet Tracer 8.2.0 64Bit -

Ready to Install

Setup is now ready to begin installing Cisco Packet Tracer 8.2.0 64Bit on your
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Cisco Packet Tracer 8.2.0

Start Menu folder:
Cisco Packet Tracer

Additional tasks:
Additional shortcuts:
Create a desktop shortout

<ot ] [ oo

Step 10: The installation process will start.



oy
Installing

Please wait while Setup installs Cisco Packet Tracer 8.2.0 648it on your @

computer.

Extracting files...
C:\...\help\default\IpcAPI\struct_c_analog_phone_signal.png

Step 11: Click on the “Finish” button to complete the installation.

15] Setup - Cisco Packet Tracer 8.2.0 64Bit -

Completing the Cisco Packet
@ Tracer 8.2.0 64Bit Setup Wizard

Setup has finished installing Cisco Packet Tracer 8.2.0 648it on
your computer. The application may be launched by selecting
the installed shortcuts.

Click Finish to exit Setup.

Launch Cisco Packet Tracer

Finish

Step 12: Now Packet Tracer software is ready to use.
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Version: This lab is based on Packet Tracer 8.2.0.0162

Cisco Packet Tracer 8.2 Overview video

a. Adding nodes to Packet Tracer - Open the Packet Tracer. Drag and drop two end
devices (PC from the options such PC, Laptop, Server, Meraki Server, Printer etc) one by
one on the screen. Click on Network Devices to drag and drop 2950T- 24 Switch on the

screen.
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b. Connecting nodes - Next is to set up a connection between nodes. Select Copper
Straight- through cable from the connections option. Click on the Copper Straight-
through cable, than click on PCO. Choose FastEthernet0. Drag the cursor to 2950T-24
Switch0 and click on it to choose FastEthernet0/1. A connection is established between
PCO and SwitchO.
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Select Copper Straight- through cable from the connections option. Click on the Copper
Straight- through cable, than click on PC1. Choose FastEthernet0. Drag the cursor to 2950T-24
Switch0 and click on it to choose FastEthernet0/2. A connection is established between PC1 and
SwitchO.

PCO PC1

c. Cisco CLI modes - The main interface via which the users will interact with Cisco I0S
devices is the Cisco Command Line Interface (CLI). CLI can be accessed locally via console
cable or remotely via Telnet/SSH (methods). The users can perform actions like check
device status or change configuration from here. Cisco's command-line interface (CLI) is
divided into numerous modes that is user EXEC mode, privileged EXEC mode, and global
configuration mode. Because each mode has its own set of commands, further will
elaborate Cisco I0S Command Line Modes.

i. userexec
e This command allows the user to access only basic monitoring
commands.
e The users are automatically logged-in in user EXEC command mode.
e Toview all the list of commands in user EXEC mode type “Switch> ?” in
CLI



Switch=>7?

Exec commands:

connect Open a terminal connection
disakle Turn off privileged commands
disconnect Disconnect an existing network connection
enakle Turn on privileged commands
exit Exit from the EXEC
logout Exit from the EXEC
ping Send echo messages
resums HEesume an actiwve network connection
show Show running system information
telnet Open a telnet connection
terminal Set terminal line parameters
traceroute Trace route to destination

Switchx

ii. privileged exec
e This command allows the user to access all the commands (includes
those commands contained in user EXEC mode).
e To access the privileged EXEC mode, enter “Switch> enable” from user
EXEC mode.
° Switch*enable

Switchrenakble
Switchi#

To view all the list of commands in privileged EXEC mode type “Switch#

?”in CLI

Switch#?

Exec commands:
clear Reset functions
clock Manage the system clock
configure Enter configuration mode
connect Open a terminal connection
copy Copy from one file to another
debug Debugging functions (see alsc "undebug')
delete Delete a file
dir List £files on a filesystem
disakle Turn off priwvileged commands
disconnect Disconnect an existing network connection
enakble Turn on privileged commands
erase Erase a filesystem
exit Exit from the EXEC
logout Exit from the EXEC
more Display the contents of a file
no Disabkle debugging informations
ping Send echo messages
reload Halt and perform a cold restart
resume Besume an active network connection
setup Bun the SETUP command facility
show Show running system information

° ——More--
e To turn off privilege EXEC mode type “Switch# disable “.

Configure



Users can edit the running system configuration in Global Configuration
mode.
To access the Configure mode, enter “configure ” from privileged EXEC
mode.

Switchi#configure

Switchi#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#

To view all the list of commands in Configure mode type “Switch
(config) #?” in CLI

Switch{config)g?
Configure commands:

aaa uthentication, buthorization and Bccounting.
access—-list 2dd an access list entry

banner Define a login banner

boot Boot Commands

cdp Zlokal CDPF configuration subcommands
clock Configure time-of-day clock

CEYpto Encryption module

default Set a command to its defaults

do-exec To run exec commands in config mode
dotlx IEEE 802 _.1¥ Glokal Configuration Commands
enabkle HModify enable password parameters

end Exit from configure mode

exit Exit from configure mode

hostname Set system's network name

interface Select an interface to configure

ip Flobkal IP configuration subcommands
line Configure a terminal line

1ldp Zlokbal LLDP configuration subcommands
logging HModify message logging facilities

mac HACZ configuration

mls mls globkal commands
-—More——

To exist the Configure mode type “exit or end or Ctrl Z”.

iv. interface config

Interface Configuration mode is to configure interface, that includes
assigning IP addresses.

To access the interface Configure mode, enter “interface” from
privileged EXEC mode followed by interface identification.

A new prompt will appear in interface configuration mode
Switch(config-if)#

“s
1

Type “exist” to enter into configuration mode
Type “end ” to enter in privileged EXEC mode.

d. virtual PC config -
i. adding IP addresses

Click on PCO icon
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The WWP300N module provides one 2.4GHz wireless interface suitable for connection to
wireless networks. The module supperts protocols that use Ethernet for LAN access.

[ Top

Click on the Desktop tab and select IP configuration icon.
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IP configuration window will open. Enter IP Address 10.1.20.5 and
Subnet Mask 255.0.0.0 .

Repeat the same process to assign IP addresses to PC1.

Enter IP Address 10.1.20.6 and Subnet Mask 255.0.0.0 for PC1.
From the Desktop window, click Command Prompt to ping the PC.
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Packet Tracer PC Command Line 1.0
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o
e Type “ping 10.1.20.5” to ping PCO. Type “ping 10.1.20.6” to ping PC1.



ping 10.1
Pinging 10.1.:

from 10.1.2 N time=tms
from 10.1. vt time<lms
from 10.1. YL time=1ms
from 10.1. YTE time=1lms TTL—

Ping statistics fo
d = 4, Lo
ound trip times in milli-s
Minimmm = Oms, Maximum = llms, Rwvera

ZFping 10.1_2Z0_&

Pinging 10.1.:

from 10.1.20._¢ YL time<lms TTL~1.
from 10.1. <

from 10.1. vt time<lms TTL~1:
from 10.1.2 vt time<lms TTL—=

und trip times
Minimm = Oms, Maximum =

Successfully ping test verify that IP address of PCO and PC1 exists and
can accepts requests in the network.

ii. basic networking commands

IPCONFIG- Used to displays a PC IP address, subnet mask, and the
default gateway

HOSTNAME- Used to change the hostname of device.

PING- Used to check if the host is up and running.

IPCONFIG /ALL - Used to display information about mac address, using
DHCP or static IP address, IP address, default gateway, DNS servers,
IPv6 address, and date/time device received IP address.

IP ADDRESS- Used to set up the IP address and subnet mask.
PASSWORD- Used to specific unique password.

Login- Enables password verification at the terminal login session.



